CUHEPTUA
UHBECT

O01recTBO ¢ OTpAHNMYEHHOH 0TBETCTBEHHOCTHIO
«Ynpasaswmasa komnanua CUHEPT'USI HHBECT»

P®, 125284, r. Mocksa, Xopomésckoe 1i., 1oM 32A, nomerenune 28/1

JIunensus banka Poccun Ha ocyliecTBIeHHE JEATEIBHOCTH 0 YIIPABICHHIO HHBECTULIHOHHBIMU (DOHIAMH,
MaeBbIMU HHBECTHLHOHHBIMH (POHAAMU U HETOCYIAPCTBEHHBIMU MIEHCUOHHBIMU QOHIAMU

ot 24.04.2026 r. Ne 21-000-1-01180

PexomeHaanuu no co0/I10A€HNI0 KJIMEHTAMU
000 «YK CHHEPI'YSI UHBECT»
npaBuJ HHPOPMALMOHHOH 0€301IACHOCTH

Hacrosime PexoMenganum mo cobimoenunto kineHTamu O0IecTBa ¢ OrpaHHYCHHON OTBETCTBEHHOCTHIO
«Ympasmstomas Kommanuss CUHEPTMA MHBECT» (manee — VYmpapisitomas KOMIIaHHS) TpeOOBaHUH K
HHPOPMAIIOHHOW 0€30IaCHOCTH TPU HCIOJIb30BaHMM YCIyr Ympapisioomeid Kommanwm» pa3paboraHo B
COOTBETCTBUU ¢ TpeboBaHusiMU [lonoxkeHNss 00 YCTaHOBICHUH 00A3aTEIBHBIX ISl HEKPEAUTHBIX (PMHAHCOBBIX
opraHu3anui TpeOoBaHHN K OOSCIICUCHHIO 3alTUTHl HHQOPMAITH MTPH OCYIICCTBICHUH NEATSILHOCTH B chepe
(PMHAHCOBBIX PBIHKOB B IEIAX HPOTHUBOACUCTBHUS OCYIICCTBICHHIO HE3aKOHHBIX (DHMHAHCOBBIX OIEpaIIuit
20.04.2021 roga Ne 757-11 1 moanexat TOBEACHUIO 10 CBEJCHUS KJIMEHTOB Y IPABIISIONICH KOMITAHUH.

1. YBegomiieHue 0 pucKax HHGPOPMANHOHHOH 0e30MacHOCTH, CBA3AHHBIX C
HECAHKIIMOHMPOBAHHBIM I0CTYIIOM, BPEIOHOCHBIMH KOJAAMH M MHBIMH NMPOTHBONPABHBIMH
AeHCTBUSIMU TPETbHUX JIUIIL.

1.1.  KuueHTsl YnpaBisrolieii KOMIIaHUH HECYT PUCKH BO3MOXKHBIX (PMHAHCOBBIX MOTEPH BCIEICTBHE
CIIEAYIOIINX OOCTOSTENBCTB:

— TIOJNyYeHHE JHUIAMH, He OONagalonMMH TMPaBOM OCYIICCTBICHUS (PMHAHCOBBIX ONEpalldil OT IHIA
KJIMCHTA, HECAaHKIIMOHUPOBAHHOT'O IOCTYIIA K 3aIlUINaeMoil HHpOpMaIiHy;

— yTpaTa (Hampumep, BCIESICTBHE XUIICHH) HOCHTENEH HH(OPMALINH, KIFOUEH IEKTPOHHON MOITHCH,C
HCMOJIb30BaHUEM KOTOPBIX OCYILECTBIISIETCS B3aUMOACICTBHE € Y IIPaABISAIOICH KOMITAHUEH;

— BO3JCHCTBHE BPEIOHOCHOTO KOa (BPEIOHOCHBIX MPOTrpaMM, MPHUIOKEHHI) HA yCTPOHUCTBA KIIMEHTA, C
KOTOPBIX COBEpIIAIOTCS (DMHAHCOBBIC OMNEpalMM WM OCYIIECTBISIETCS B3aMMOJICHUCTBHE C YHpaBISIOMIEH
KOMTIaHWeH (TIaHIIeT, MOOMITLHBINA TeJe(OH H T.1., ajiee — YCTPOHUCTBO);

— COBEpIIEHHUE B OTHOLUIEHUH KJIMEHTA UHBIX IPOTUBONPABHBIX NEHCTBUM.

1.2.  Ilpu B3auMOAEHCTBUM C YIPaBIAIOIIEH KOMIAHMEH U OCYLIECTBJICHUHM OIEpaluil KJIMEHTaMm
clenyeT MPUHUMAaTh BO BHUMAHME PUCK MOJIYYEHUS TPEThUMHU JIMLIAMHU HECAHKIIMOHHPOBAHHOI'O JOCTYyMa K
HH(POPMAITIH C TETHI0 OCYIIECTBICHISI IMHA HECAHKIIMOHUPOBAHHBIX OTEpaIiii ¢ IMYyIIECTBOM KIIMEHTOB. Takue
PHUCKH MOTYT BO3HHKATh, B TOM YHCIIE, BCICACTBHIE CICTYIONIIX COOBITHIA:

— Kpaka mapoJisi Ui HHOTO UASHTU(PHUKATOPA JOCTYIA, UHBIX KOHPUICHIIUATLHBIX JJAHHBIX, C TOMOIIBIO
CHEIMATIbHBIX YCTPONCTB W/UITH BPEJOHOCHOTO KOJIa ¥ UCTIOIh30BAHUE 3I0YMBIIUICHHUKAMY YKa3aHHBIX JJaHHBIX
JUIsl HECAaHKITMOHUPOBAHHOTO JOCTYTA;

— YCTaHOBKA Ha YCTPOMCTBO BPEIOHOCHOTO KOJa, KOTOPBIA MO3BOJIUT 3JI0YMBIIIJIEHHUKAM OCYIIECTBUTH
oTepalyy OT UMEHU KJIMEHTa Y IPaBIISIONIEH KOMIIAaHUH;

— Kpaka WM HECaHKUHOHUPOBAHHBIM JOCTYN K YCTPOMCTBY, MOCPEICTBOM KOTOPOTO KIHMEHT MOKET
MOJIB30BAThCA YCIYraMy YTPaBISIOMICH KOMIIAHWW IS TONYYCHHs NAHHBIX /WM HECAHKIMOHUPOBAHHOTO
JIOCTYIIa K yCIIyraM ¢ 9TOr'0 YCTpOicTBa.

— HECaHKIIMOHHPOBAHHOE TMOJy4YeHHE 3JOYMBIIUICHHUKAMU [EPCOHANBHBIX JAHHBIX  KIIMEHTA.
OnucaHHBIf PHUCK MOXKET Pealu30BaThCS, MOMHUMO IIPOYEro, KOI/Ia 3JOYMBIIIEHHUK MPEICTaBIAETCs
COTPYJHHMKOM YTIPaBJISIONIEN KOMIaHUM WM TEXHUYECKUM CIIEHUAINCTOM, WIIM WCIIOJIb3YET MHYIO JIETEHAY U
MPOCUT KIMEHTa COOONIMTh €My KOH(HJCHIMANBHBIC JaHHbIC WM HAINPaBIsSET MOJJCIbHBIC MOYTOBBIC
COOOIIEeHNS ¢ MPOCKOOH MPENOCTABUTh MH(POPMAIIMIO WM COBEPIIUTH JCHCTBUE, KOTOPOE MOXKET MPHUBECTH K
KOMIIPOMETALNH YCTPOICTBA;

— TIepeXBarT IMOYTOBBIX COOOIIEHUH U IOTyYeHHS] HECAHKIIMOHNPOBAHHOTO TOCTYIA K BBITHCKAM, OTIETaM
U mpoueit puHAHCOBON MH(OPMAIINH, €CIH MIEKTPOHHAS MOYTa KIMEHTA UCIONB3YeTCs A MH()OPMAIIMOHHOTO



oOMeHa ¢ Ympapisioned koMnanueil. B ciydyae noiydeHus noctyna K odte KIMEHTa - OTIpaBKa COOOIIEHUH
VYmpag:stonieit KOMITaHUH OT €T0 UMEHHU.

1.3.  OnucanHbIie BBIIIE PUCKH, CBA3AHHBIC C yTPATOM W KOMIIPOMETAlWEH yUETHBIX JAHHBIX HECET
BIIa/IeTIel] TAKUX JAHHBIX.

2. Meps! 10 NpeAOTBPALICHHIO HECAHKIIHOHUPOBAHHOIO JO0CTYA K 3aIHMIIAeMOil
uHopMmanuu.

2.1.  Kmuenram OOIecTBa peKOMEHIYETCS MPEANPHHATH BCE TOCTYITHBIC MEPHI IS MPEIOTBPAICHUS
HECaHKIIMOHUPOBAHHOTO JIOCTyIA K 3amuiraeMor wHpopManuu. J{ins yka3aHHBIX menel kimeHTam OOriecTBa
CIIEyeT MPUHATH, IOMUMO MPOYETO, CIEAYIOIINE MEPHI:

2.1.1. OG6ecneuenue Haauexkale 3alUThl YCTPOUCTBA, ¢ MOMOILBI0 KOTOPOro KJIUEHTHI MOJIb3YHOTCS
yeiryramu OO1miectBa 1 oOMeHNBaroTCs nHGopMarueld ¢ O0IecTBOM:

— WCIIONB30BaHHE TOJBKO JIMIICH3UPOBAHHOTO IPOTPAMMHOTO OOCCICYCHHUS, TMOJNyYCHHOTO U3
JOBEPEHHBIX HCTOYHUKOB.

— 3ampeT Ha YCTAHOBKY MPOTPaMM M3 HETPOBEPEHHBIX HCTOYHUKOB.

— HCIOJIB30BaHUE CPEJICTB DIICKTPOHHON 0E30MaCHOCTH M 3aIlIUTHI, TAKAX KaK aHTHBHPYC C PETYJSPHO U
CBOEBPEMEHHO OOHOBJISIEMBIMHU 0a3aMH, IEPCOHATBHBINA MEKCETEBOU SKPaH, 3allUTa HAKOIIUTEIS U TPOYHX;

— HACTpOWKa TpaB JOCTYIMAa K YCTPOHCTBY TakuM 00Opa3oM, 4TOOBI HECAHKIIMOHHWPOBAHHBIA IOCTYI K
HHGPOPMAIIH Ha TAKOM YCTPOMCTBE OBUT HEBO3MOXKEH JIaXKE TIPH yTPATe YCTPOHCTBA BIIAICIIbIIEM;

— XpaHEHHE U HCIIOJIh30BaHUE YCTPONUCTBA CIIOCOOOM, MCKITFOUAIOIINM PUCKU €T0 KPaXKH 1/WIH YTEpPH.

— CBOEBPEMEHHOE OOHOBIICHHE OTICPAIIMOHHON CUCTEMBI YCTPOHCTBA;

— aKTHBaIWA NapOJIHHON WM MHOM 3aIHUTHI U JOCTYTIA K YCTPOKHCTBY;

— He3aMeJIMTENIbHOE U3MEHEHHE YYETHBIX JaHHBIX, HCIIONIB3YeMBbIX I A0CcTyna K yeiryram OOIecTsa,
MOCJIe YIAJICHUS C YCTPOMCTBA 00HAPYKEHHOT'O BPEIOHOCHOTO IIPOTrPaMMHOT0 00CCIICUCHHS;

— Tepemada 3aIlUIacMOi HWH(POPMAIH KIHNCHTOB TOJBKO depe3 Oe3omacHble OecIpOBOIHEBIC CETH.
PaboTtass B 00menocTymHBIX OECHpPOBOAHBIX CETSAX KIHCHTAM HE CIEAyeT BBOAWTH YYCTHBIC JaHHEIC,
HCTONB3yeMble JUIs IoCcTyna K yeiryram OofiiecTsa.

2.1.2. Ob6ecneyeHre KOHDUICHIIMATHPHOCTH 3alUIAEMON HH(DOPMAIIH:

— XpaHEHHE B TailHE WICHTU(PHUKANMOHHBIX NAHHBIX W KIIOYEBOW WH(POPMAINH, IOITYYECHHBIX OT
ObmectBa. B ciiyuae koMmpoMmeTanun yKa3aHHBIX JaHHBIX KIMEHTY CIIEIyeT MPUHITH MEPHI IJIs1 CMEHBI TAKHUX
JAaHHBIX W/Uu yBegomieHus: O01iecTsa o MX KOMIPOMETAIIHH;

— COOJIo/IeHNEe IPHHIIUITA PA3yMHOT'0 PACKPBITHS HHPOPMAIIUN 0 HOMEPaX CUETOB, TACIIOPTHBIX JAHHBIX,
uHON mH(popMmanuu. B ciydae 3ampoca y KiIMeHTa yKa3aHHOHW HH()OPMAUU B CBS3UM C OKAa3aHHWEM YCIIyT
YHpaBJ'IﬂIOH_[eﬁ KOMHaHHefI, KIIMCHTY CJICAYCT IO BO3MOKHOCTHU OLICHUTH CUTYallUIO U YTOUYHUTH MMOJTHOMOYUA
OTHpPABUTEIS 3alpoca W TPOLERypYy IPENOCTaBICHHUS HH(POPMAIUN HEMOCPEACTBEHHO Y YTpaBIIOMICH
KOMITaHUH.

2.1.3. TIposBaeHHE OCTOPOKHOCTH U MPEAYCMOTPUTEILHOCTH:

— KIIMCHTY praBJ’IH}O[Heﬁ KOMITIaHUHU CJICAYET MPOSBIATH IMOBLIIICHHYHO OCTOPOXXHOCTHL B CJIICAYIOIUX
00CTOSITENbCTBAX:

a) TIPU TOYUYSHHUH SJICKTPOHHBIX COOOIICHUH CO CCHUIKAMH W BJIOKCHHUSIMH, TaK KaK OHH MOTYT
MPUBECTHU K 3aPaKEHUIO YCTPOWCTBA KJIMEHTA BPEAOHOCHBIM KOIOM;

0) mpu pocMoTpe/paboTe ¢ caliTaMu B ceTn MIHTepHET, Tak Kak BPEIOHOCHBIH KOJ MOXKET OBITh
3arpy’keH c caiita;

B) IIpH MOJTy4YeHUH (DailIoB B apXUBE € MAPOJIEM, TaK KaK B TaKOM (haiiyie MOXKeT OBITh BPEIOHOCHBIN KOJ.

BpenoHocHbIl KoJ, IONaB K KIMEHTY 4Ye€pe3 IOYTy WM CChbUIKY Ha CaliT B ceTu MIHTEpHET, MOXKET
MOJYYUTh TOCTYII K JIFOOBIM JaHHBIM ¥ HH()OPMAIIMOHHBIM CHCTEMaM Ha 3apaKEHHOM YCTPOICTBeE.

— CclleyeT BHUMATEILHO TPOBEPATH OTIPABUTENS 3JCKTPOHHBIX cooOmIeHui. Bxojsmee coolmieHue
MOXET OBITh OT 3JIOYMBIIUICHHHWKA, KOTOPBIA MAaCKUPYeTCs MOJ YNIPAaBISIOUIYI0 KOMIIAHUIO WJIM HMHBIX
JIOBEPEHHBIX JIMLL;

— KJIMEeHTaM YIpaBJIAIOLIEd KOMIIAHUM HE PEKOMEHYETCs 3aXOJUTh Ha CalThl, B CUCTEMbI yIaJI€HHOIO
JIOCTYTIa C HEMIPOBEPEHHBIX YCTPOMCTB, KOTOPHIE KJIMEHT HE UMEET BO3MOXKHOCTH KOHTPOJINPOBATh.;

— TIpW HAJHMYUH B CPEICTBAX MAcCOBOHM MH(MOPMALIUK U Ha caiiTe YIpaBIIONIeH KOMIIAHHY CBEACHUN O



MOCIIEIHUX KPUTHYHBIX YS3BHMOCTAX M O BPEJNOHOCHOM KOJE, KJIMEHTAM PEKOMEHAYETCA IPHUHUMATh TaKylO
HH(OPMAITHIO K CBEJICHHIO;

— TIpH OOpaIleHUH B Y IPABISAOLIYH0 KOMIIAHUIO KIIHEHTY PEKOMEH]TYyETCs OCYLIECTBIATh 3BOHOK TOJIBKO
o HoMepy TenedoHa, yka3aHHOMY Ha caiiTe YTpaBIsitoleil komnaHuu B ceTd MHTepHeT;

— TIpH NPENOCTaBICHUU KIMEHTOM JOCTYNA K YCTPOUCTBY TPEThbUM JIMIAM KJIUEHT HECEeT PUCK 3arpy3Ku
TaKMMH JIMLIAMU Ha YCTPOMCTBO BPEIOHOCHOrO Koja. B ciyuae yTpaThl yCTpOHCTBa 3110yMBIILIIEHHUKH MOTYT
BOCIIOJIB30BAThCS UM AJISL JOCTyHa K cucteMaM OOIecTBa OT ML KIUCHTa;

— KIMEHTY pEKOMEHIYEeTCsl HCIOJb30BaTh U1 CBSA3M C YIPaBJAOLIEM KOMIaHWEH OTAEIbHOE,
MaKCHUMAJIbHO 3aIIUIIEHHOE YCTPOUCTBO, JOCTYI K KOTOPOMY €CTh TOJBKO Y KJIUCHTA;

— KOHTaKkTHas MH(pOpMalus, IPEAOCTaBICHHAs KIMEHTOM YIpPaBIAOIIEH KOMIIAHUH, MOJIKHA
MOJICPKUBATECSI B AKTYaIbHOM COCTOSIHUM UL TOTO, YTOOBI B Ciydae HEOOXOIMMOCTH IPEICTABHUTEINH
VYnpasistomieit KOMIaHUY MOT OIIEPATUBHO CBSA3AThCA C KIIHEHTOM.

2.14. B cnydae HCHONB30BaHMS KIMEHTOM IIPU B3aUMOACHCTBUU ¢ YIpaBisioleidl KommaHuen
3JIEKTPOHHOM MOAMUCH, KITUEHTY PEKOMEHTy€eTCsI:

— HCIHOJb30BATH AJISl XPaHEHUs! KIII0UYeH 2JIEKTPOHHOU IOANKCH BHELLTHNE HOCUTEIIH;

— BHHUMATEIHHO OTHOCUTHCS K KIIFOYEBOMY HOCHUTEIIIO, HE OCTaBILITh €ro 0e3 MPUCMOTpa U He TiepeiaBaTh
TPETHUM JIMLAM, U3BJICKaTh HOCUTENIN U3 KOMIIBIOTEPA, €CIIM OHU HE UCTIONIB3YIOTCS Ul PabOThI;

— HCHOJb30BATh CJIOXHBIE MApOJIM U BXOJa HAa YCTPOMCTBO M JJIA JOCTYyNa K KIFO4YaM 3JEKTPOHHOM
MOJINCH, HE XPaHUTh N1APOJIH B TEKCTOBBIX JTOKYMEHTaX Ha YCTPOUCTBE.

2.1.5. Tlpu pabore ¢ 3ammiaemMoi nHpopMaIield Ha epCOHATLHOM KOMITBIOTEPE PEKOMEHTYETCS:

— WCIIONB30BaTh JUIIEH3MOHHOE IPOTpaMMHOE oOecrieueHre (ONepallMOHHBIE CHCTEMEI, O(ICHBIE
MaKeThl U T.J1.);

— CBOEBPEMEHHO yCTaHABIMBATh aKTyaJIbHbIE OOHOBJIECHHS OE30MACHOCTH (OMNEpPaLUOHHbBIE CUCTEMBI,
O(UCHBIC TAKETHI U T.11.);

— HCIIONB30BaTh aHTHBUPYCHOE MPOrpaMMHOE O00ECIieUeHHe, PETYIIPHO OOHOBIATH aHTHBHPYCHBIE
0a3kr;

— HCIIOJIB30BaTh CHEHUATN3UPOBAHHBIC TPOTPAMMBI JUIS 3aIIUTh HHPOPMAIIMK U CPEICTBA 3aIIUTHI OT
HECaHKIIMOHUPOBAHHOI'O IOCTYIa;

— HCIIOJIB30BaTh CIOXKHBIE NTAPOIIH;

— OrpPaHUYUThH JOCTYNI K KOMIBIOTEPY, UCKIIOUUTH (OIPaHUYUTh) BOZMOXKHOCTH JHUCTaHLMOHHOIO
MOJKITIOUCHHUS K KOMIIBIOTEPY TPETHUM JIHIIAM.

2.1.6. IIpu paboTe ¢ MOOMIIBHBIM YCTPOWCTBOM HEOOXOAUMO:

— HE OCTaBIATh YCTPOHCTBO 06€3 MpUCMOTpa, YTOOBI HCKIIOYUTH €r0 HECAHKIIMOHHPOBAHHOE
HCIIOJIb30BaHUE;

— HCIIONB30BaTh TONBKO O(UIUATBHBIE MOOWJIBHBIE MPUIOXKEHUS, 3arpy>KeHHbIE IPH IOMOIIU
o(UIHaTBHBIX MAara3uHOB MPUIIOKEHUH;

— HEe MePeXOaUTH IT0 CCHIIKAM U HE YCTaHABIUBATD MPIII0KEHIS/0OHOBICHHUS 0€30IIaCHOCTH, TIPUILICIIITHE
B cMc-coo0mmeHnH, Push-yBegomMineHnn Witw 1o 3JEKTPOHHOI 1oYTe, B TOM Yncie OT nMeHn OOIIecTBa;

— YCTaHOBMTH Ha YCTPOICTBE MapoJIb IS TOCTYIa K yCTPOMCTBY.

2.1.7. TIlpu oOMeHne nHpOpMaImei yepe3 ceTh IHTEpHET peKOMEHAyeTCs:

— HE OTKpbIBaThb NHCbMa M BJIOXKEHHUS K HUM, IMOJYyYEHHBIE OT HEHM3BECTHBIX OTHpaBUTENEH IO
3JIEKTPOHHOM TOUTE, HE IEPEXOJUTD T10 COAEPHKALIMMCS B TAKHX IMHUChMAaX CCBUIKAM;

— HE BBOJWTH NIEPCOHANBHYIO HH()OPMALIHIO HA HE BBI3BIBAIOIINX IOBEPHE CalTaX U JPYIHX HEHM3BECTHBIX
KIIMEHTY pecypcax;

— MCKIIIOUUTH OCELIECHHE CAaliTOB COMHHUTENBHOIO COEPAKAHUS;

— HE COXPAaHATh MApPOJIM B MAMATH HHTEPHET-Opay3epa, eClIi TPEThH JIUIA UMEIOT JOCTYI K KOMITBIOTEPY;

— He HAKUMaTh Ha OAaHHEPHI M BCILTBIBAIOIINE OKHA, BOSHUKAIOIIIE BO BpeMsl paboTHI B ceTr MHTEpHeT;

— OTKpbIBaTh (aiiiIbl TOJIBKO M3BECTHBIX KIIMCHTY PACIIUPEHUH.

2.2. Ilpu mnogo3peHMd B KOMIPOMETALMU 3ICKTPOHHOH MOAMUCH WM HECAHKIIMOHHPOBAHHOM
JBIDKCHUN aKTUBOB KIIMEHTY CJIEAYET He3aMeIIUTEIFHO 00panaThcs B Y MPaBISIONTYI0 KOMIIAHHUIO 10 TeTeQOHy
W/UIA ajpecy JIEKTPOHHON MOYTHI, YKa3aHHBIM Ha O(UIMAaIbHOM caiiTe YTpaBISIOMIEH KOMIIAHWEH B CETH
Hntepner.



